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BSI as the Federal Cyber Security Authority 
shapes information security in digitalization 
through prevention, detection and response 
for government, business and society.

Mission statement
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All excited to use CSAF

CSAF is ready
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Request and Promote

Usage of CSAF



Option 1: Vendor provides CSAF
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• Asset owner able to directly use it

• But:

− Generation on best effort

− No contractual obligation

− No data quality rules



Option 2: Customers requests CSAF
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• Business case for CSAF support

• Unless money involved: best effort / no guarantees

• But:

− What data should be a part?

− How to sync between different sources?



Option 3: CSAF in the contract
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• Known and agreed on rules

• But:

− Hard to get it right

− Missing content / standard updates?

− Contract people usually not CSAF experts

− CSAF experts not contract experts



What should go into the contract?
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Push CSAF into contracts

BSI TR-03191
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• https://www.bsi.bund.de/dok/1111264

• One sentence in contract:
„The supplier MUST conform BSI TR-03191.“

• Feel free to adopt / copy / use it

https://www.bsi.bund.de/dok/1111264


BSI TR-03191 content
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• Minimum CSAF version

• Scope of application

• CVD specifics (as best practices)

• TLP labels

• Product_tree

• Usage of profiles

• Distribution



Benefits
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• Easy to use for users => no overhead

• Scalable

• One set of requirements for vendors



Thank you for your
attention!

Thomas Schmidt
Subject Matter Expert

csaf@bsi.bund.de
Tel. +49 (0) 228 9582 6404
Fax +49 (0) 228 10 9582 6404

Federal Office for Information Security (BSI)
Godesberger Allee 185-189
53175 Bonn
www.bsi.bund.de
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