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Advisories & CSAF

??
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CSAF Distribution Options
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• Requires CSAF feed from vendor
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Direct Distribution:
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Factory 

Operator



Identifying products – not a simple problem
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-> CPE is not a solution for us -> approach for Siemens: use order numbers



Vulnerability Matching (in the OT Domain)
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~53 KB / 5.684 KB

Risk 

Evaluation

Individual Risks

& Mitigations

Environmental 

Attributes

Business Impact

&

Exposure

Needed in case 

unique product IDs 

(such as order 

numbers) are 

missing in CSAF

Comparing 

versions is 

feasible

Single asset scan 

usually not sufficient 

(devices do not 

identify themselves, 

e.g. due to hardening)

Where is the unique 

product ID in the CSAF 

document? (see next 

slide)
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CSAF – unique product ID
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Problem: Product IDs may be located at different places inside the CSAF document. Which one to take?

Examples:

Siemens Festo



Possible Way Out: Relying on Established Standards for Asset Information
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Scanner A

Vendor CSAF 

Advisories

Different scanners 

produce different asset 

lists (e.g. product 

names, product IDs, ...)

Scanner B

Scanner C

Asset list

Problem: 

mapping non-standard 

asset list to standardized 

CSAF advisory

Possible solution:

1. Reference product IDs from CSAF 
advisory to common standard

2. Reference Tool-specific asset list to 

ID from standard

Advantage:

Challenge is approached from two 
directions: Vendor maps own 

advisories to a common standard, and 
the scanner provides mapping to a 

common standard

1.2.

OBOM

Industrie 4.0 / 

AAS

SBOM

?



MATCH

Automated & 

accurate  matching of 

vulnerabilities with asset 

inventory

Risk-based threat analysis

specific to the operational 

environment as basis for a

prioritized vulnerability

mitigation

Plan mitigation measures,

asset updates and configuration 

changes based on a holistic

threat management

Our Implementation: SINEC Security Guard
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PRIORITIZE ENGAGE

Industrial Asset Hub



SINEC Security Guard – Risk & Mitigations
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Update Now

CSAF does not offer a 

structured description of 

remediations

Missing:

• Compatibility Information (from 

vendor and solution integrators)

• Device Management



Next Challenge: 
How to support machine builders and integrators in writing advisories?
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Siemens Operator
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Builder
Integrator

Advisories

Environment-specific 

modification of vendor 

advisories is required



What is 
still missing?
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Vulnerabiliies
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The Supply Chain Security Problem
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The Supply Chain Security Problem 
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Vulnerability / Incident Management
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Any vulnerability affects all downstream immediatly



The Supply Chain Security Problem
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Vulnerability report to NVD per Year 

Source: https://nvd.nist.gov/vuln/search/statistics?form_type=Basic&results_type=statistics&search_type=all&isCpeNameSearch=false

• National Vulnarbility Database reports 

more then 20k  Vulnerabilities last year

• This will only increase 

due to reporting pressure

https://nvd.nist.gov/vuln/search/statistics?form_type=Basic&results_type=statistics&search_type=all&isCpeNameSearch=false


Security Advisory / Patch Management
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N -2

N -1

N

N +1

N +2

Final 
Customer/User

Patching through the Supply Chain

3m 6m 9m 12m 15m 18m

90% Patching Rate

3 Months until Publication

90% 81% 73% 66% 59% 53%

Challenges of Remediation



Reality Check

• SAs are not the solution, the only visualize the problem

• Being flooded with CVEs, SAs doesn’t make it easier, 

• Analyzing SAs CVEs increasingly/exponentially costly

• Product Managers prefer to ship features, not fixes

• Fixes cost, they don’t sell -> 

• The effort to manage and fix is an unlimited cost sink
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Customer perspective

How to efficiently use the security budget?



The Challenge for Product Management
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CVE & SA via 
CSAF

Patch 
Management

New Product

End of Life



• CSAF Remediation Details are unstructured text fields

• Improvement Request for CSAF

• Remediation Type: (Update|Configuration|Replacement)

• URL link where to get the remediation -> missing

CSAF Interface to Patch Management
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What is still missing?

• But what ? -> Asset Management -> Global Product Identification

• But what ? -> Asset Hierarchy -> Components – Products – Systems - Factory

• From where? Patch Provisioning? -> Identify Patch source for Assets

• How? Manual -> Security Advisories + additional Documentation

• How? Automated -> automate

• FOTA, Patch Distribution 

• Update Automation -> RFCs ???, UNR 156 Standards

• Config Change Automation -> OpenC2
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Patch Management



Patch Management Options
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Supply Chain Environment N

(focused on IT Infrastructure and major software)

Supply Chain Environment N

(focused on IT Infrastructure and major software)Supplier

e.g.Microsoft / 

Ubuntu

publishes 

packages

End Point queries and fetches update 

with minimal interaction or fully automated

Direct Distribution:
adopted by major OS and Software Vendors

Healthcare
DeviceFactory Assets

Container
Industry

Corporate IT 
Systems

Network
Devices

Corporate 
Laptops

Product 
Firmware

Distribution via Local  Asset Aggregator:

Supplier
Security Asset Management

• Knows Product and Version

• Can query available 

Patches and Security 

Advisories
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