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whoami

Justin Murphy
 Vulnerability Analyst @CISA

 Passion for:
• Service
• International Cooperation
• CVD
• OASIS Open: CSAF/OpenEoX/OSIM
• SBOM/VEX
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Common Security Advisory Framework (CSAF)
 International, open and free OASIS standard

 Machine-readable format for security advisories (JSON) and VEX

 Standardized way for distribution of security advisories

 Build with automation in mind

 Standardized tool set

 Guidance to actionable information

 Allows for linking to SBOM data

 Successor of CVRF 1.2
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Manual Processes
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Variety of Formats & Structures
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Does Not Scale
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Challenges of Supply Chain Security
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Automation
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Partnerships & CollaborationImportance of Standardization
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Next Step: Reach Stage 2 Across Ecosystem
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Transparency & Trust
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Tooling and Interoperability
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Partnerships & CollaborationImportance of Partnership/Collaboration
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Call to Action
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CSAF
COMMUNITY

TLP:CLEAR



TLP:WHITE

Justin Murphy
May 8, 2025

Context vs Content
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Thank You!
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CSAF Community Day 1
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CSAF Community Day 2
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